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More than 90% of successful cyber-
attacks start with a phishing email.

https://www.cisa.gov/shields-up



https://www.businesswire.com/news/home/20220404005094/en/Nearly-Two-thirds-of-Ransomware-
Victims-Paid-Ransoms-Last-Year-Finds-%E2%80%9C2022-Cyberthreat-Defense-Report%E2%80%9D

Presenter Notes
Presentation Notes
Cyber Edge Group – Survey and marketing company
Cyberthreat Defense Report
9th annual report



Cybercrime: Big Business

2018 - US$1.5 Trillion

2020 - US$6 Trillion

2025 - US$10.5 Trillion

Presenter Notes
Presentation Notes
2018 Dr Michael Mcquire - RSA

2020 – The world economic forums Global Risk Report

2025 – estimate – cybersecurity ventures – publishers of cybercrime magazine

This is the same as the third largest country in the world 




70% of SMEs say 
investment in IT security 

has not kept pace with 
the changes to 

operational models

Presenter Notes
Presentation Notes
The survey was conducted in the summer of 2022
Across 14 different countries
Including Europe and North America
While this is not New Zealand the results are likely similar
There was no real difference between North America and the EU 

As the cost of cybercrime increases it seems like 
It should 



“I launch
cyberattacks

because that’s
where the money 

is.”

Presenter Notes
Presentation Notes

Does this look like a person that is making that type of cash

In fact the DR Michael Mcquire report estimated earnings

$45k, $900k, upwards.




"I launch 
cyberattacks 

because that's 
my job."

"I launch 
cyberattacks 

because that's 
what my 

government tells 
me to do."

Presenter Notes
Presentation Notes
This has become the norm, the standard – a part of our everyday world, whether we like it or not

Mention activists 




The 
Threat



Remote desktop 
protocol  

Presenter Notes
Presentation Notes
RDP is a method to gain entry 

Digital transformation 
The visibility of cybersecurity
Shift to cloud, etc.

Lowering number due to conflict and hybrid
Continuing to decline in T2 - 13 Billion in T2

Phishing Attacks
Social Engineering 




RDP – The source & quantity 

• 2020/21 - 894% increase 

• T1 2022 – 123 billion detected 
attempts

• T2 2022 – 13 billion detected 
tt t  

Presenter Notes
Presentation Notes
Explain the decline

July…
Microsoft announced a change to the login attempts to 10
Windows 11 and back ported




77% of SMEs will 
continue to use RDP 
despite security risks

Presenter Notes
Presentation Notes
Mention the whitepaper on welivesecurity

The steps taken to harden the use of remote access tools
multifactor authentication (50%), 
restrict to corporate VPN (50%), 
to keep remote access tools up to date (49%) 
audit configuration and settings (37%) 





Phishing and spear-phishing attacks 

• T1 2022   +36.8%
• T2 2022 -10.2%  

Presenter Notes
Presentation Notes
EMOTET phishing campaigns 
Emotet is a Trojan that is primarily spread through spam emails. 
The infection may arrive either via malicious script, macro-enabled 
document files, or malicious link. 

Emotet emails may contain familiar branding designed to look like a legitimate email. 

other banking Trojans, or to act as a dumping ground for stolen information such as financial credentials, usernames and passwords, and email addresses.

Moved away from MS VBA Macros – Microsoft switched off
LNK and weaponized office files



New Zealand - Top 10 malware detections

32.8%

18.4%

7.0%

6.3%

6.2%

4.2%

2.8%

2.1%

1.6%

1.3%

HTML/ Phishing.Outlook trojan

HTML/ Phishing.Agent trojan

HTML/ Phishing trojan

Win/ Exploit.CVE-2017-11882 trojan

HTML/ Fraud trojan

JS/ Agent trojan

HTML/ Phishing.Microsoft trojan

MSIL/ TrojanDownloader.Agent trojan

DOC/ Fraud trojan

PDF/ Phishing.A trojan

Presenter Notes
Presentation Notes
In the Global Numbers 
#9 Phishing Outlook trojan – 2%
#1 Phishing Agent Trojan – 15.9%
#6 Phishing Trojan – 4.3%
#2 Win/Exploit trojan - 12.2%
#10 Fraud Trojan – 2%

In New Zealand 
The majority of of detections are directly related to phishing





Presenter Notes
Presentation Notes
Linkedin 
Email 
AeroSpace company NL
Journalist Belgium

Job offers 
Work computers

Deployment of malware 
Data exfiltration 




Ransomware heat map – T2 2022

• T1 2022   -4.3%
• T2 2022 -24%  

Presenter Notes
Presentation Notes
The Ransomware category dropped by more than 24% in T2 2022, which is the most significant
decrease since the beginning of 2021 when ransomware detections declined by 27%.

Russia was replaced by the United States in being the country most targeted by ransomware in T2
2022, reporting 7.5% of all such attacks. It was followed by China with 6% and Israel with 5.5%.

It’s becoming more targeted

 



28.6%

14.3%

14.3%

9.5%

9.5%

9.5%

4.8%

4.8%

4.8%

Python/ Filecoder trojan

Win/ Filecoder.EQ

MSIL/ Filecoder trojan

Win/ Filecoder.NHQ

Win/ LockScreen trojan

Python/ Filecoder.Kirk trojan

PowerShell/ Filecoder trojan

Win/ Filecoder.FV

Win/ Filecoder.CryptoWall trojan

New Zealand - Top 10 ransomware detections

Presenter Notes
Presentation Notes
Filecoder malware can infect systems in several ways, including:
Drive-by downloads from malware-laden, or compromised websites
Email attachments posing as receipts or invoices
Installation by another Trojan-downloader or backdoor infection

Globally Filecoder - Wannacry is #1 at 18.9%

Python Filcoder globally is 2.6%





Cybercrime monetization 
2021

$4.4m $10m $14m $40m $70m $240m

Presenter Notes
Presentation Notes
The pipeline carries 2.5 million barrels a day 
45% of the East Coast's supply of diesel, petrol and jet fuel.
100GB of data taken
They had already committed to not attack hospitals and such like
And post attack stated moderation checks on who is attacked
Darkside – a group that then closed down
Law enforcement pressure
Was it an affiliate partner, and where are they based?

There is rumor that Garmin paid $10m in Sept of 2020

JBS – Food paid $11m
CNA insurance paid $40m





Cybercrime monetization 
2022

Presenter Notes
Presentation Notes
These are companies that have suffered a ransomware attack
Data breach in 2022

Here are some of the larger ones

One thing has changed – we have stopped hearing about the money!




Ransomware business model

Presenter Notes
Presentation Notes
Explain the evolution 
1987 onwards



Cyberwarfare
Data wipers

5+ 
organizations

100s
systems

Dec 28, 2021
compilation timestamp*

HermeticWizard HermeticRansom

Presenter Notes
Presentation Notes
HermeticWiper on hundreds of systems in at least five Ukrainian organizations…
it was trying to corrupt their data and render them unbootable – 
Making any public-facing services they may be running inaccessible. 

technical level
overwrite the master boot record, the master file table, 
files containing the registry keys and wipe several other locations on disk with random bytes. 
It also disables Volume Shadow Copy Service (VSS), to hinder recovery efforts by defenders.

The timestamp of the HermeticWiper executable shows it was compiled on
December 28th, 2021 unless it was tampered with, of course.

HermeticWiper wasn’t the only malicious code in this destructive campaign.

Second piece of malware was the HermeticWizard, a worm that tries to find other reachable machines
on the local network and deploying HermeticWiper across the local network. 

The third piece of malware was ransomware named HermeticRansom. 
Deployed at the same time as HermeticWiper

The use of HermeticRansom is a bit strange – why run ransomware when you’ve wiped the machine? 
Perhaps to hide the wiper’s actions…but what’s interesting is that the combination of these three 
pieces of malware effectively does something similar to what NotPetya did. 




Cyberattacks against Ukraine

INDUSTROYER2

Presenter Notes
Presentation Notes
ESET researchers collaborated with CERT-UA to analyze the attack against the Ukrainian energy company
The destructive actions were scheduled for 2022-04-08 
but artifacts suggest that the attack had been planned for at least two weeks
The attack used ICS-capable malware and 
regular disk wipers for Windows, Linux and Solaris operating systems
high confidence that the attackers used a new version of the Industroyer malware, 
which was used in 2016 to cut power in Ukraine
high confidence that the APT group Sandworm is responsible for this new attack

CaddyWiper – new variant –erases user data and partition information from attached drives
 but avoided destruction of domain controllers - probably to keep attacker’s access inside the organization.

Deployed through Group policy – an indicator that the attacker’s had already been present in the network




The objectives are different

Espionage

Data collection

Sabotage

Signaling

Presenter Notes
Presentation Notes
ATTACKERS’ MAIN OBJECTIVES:
ESPIONAGE – DATA COLLECTION – using functionality like stealing files, keylogging, taking screenshots, etc.
SABOTAGE & SIGNALLING – disruptive components in different flavors:
BlackEnergy plugins
KillDisk variants
NotPetya and other faux ransomware
HermeticWiper, Industroyer2 and others




73% of SMEs say the 
pandemic and war in 
Ukraine have driven 

increased investment in 
cybersecurity in business



Cyber risk insurance

Presenter Notes
Presentation Notes
The large payouts of the last year have made this a changing environment
Premiums continue to rise
Average cost to the insurer for a cyber incident for small and medium businesses (SMBs) is $145,000

This is not instead of cybersecurity

Insurers want to know there is an organized and proactive effort to manage cybersecurity risk
They are starting to ask for specific technologies

They can ask about existing and future

This differs from standards and frameworks as they can move quickly

Nation State Attack issue




Political & Legislators
• Defense Authorization Act Amendment – Passed the house 

• Sanction and Stop Ransomware Act – Introduced 

• Ransomware and Financial Stability Act - Introduced

• Bill to require certain entities to disclose to the Secretary of Homeland 
Security ransom payments, and for other purpose – Introduced

• The Cyber Incident Notification Act (CINA) – Introduced

• The Ransomware Payments Bill (Australia) – Failed

• The Ransom Disclosure Act - Introduced

• The Cyber Incident Notification Act (CINA) – Introduced

• Bill C-26 – An Act Respecting Cyber Security (ARCS) (Canada) -
Introduced

• Critical Cyber Systems Protection Act (CCSPA) (Canada) - Introduced

• Cyber Incident Reporting for Critical Infrastructure Act of 2022 
(CIRCIA) - Law

Presenter Notes
Presentation Notes
- However, cybersecurity legislation is a topic of interest on Capitol Hill 
that could see action in response to a crippling, large-scale ransomware event.
State legislatures are also interested in regulating the ransomware phenomenon. 
North Carolina, New York, Pennsylvania, and Texas considered but failed to pass ransomware bills in 2021.
There’s some evidence that 2022 will be different. 
On Jan. 19 the Pennsylvania senate passed a measure that would create ransomware as a crime  
It could prohibit government agencies from making ransomware payments with tax dollars, 
But does authorize them to purchase cyberinsurance policies to cover public costs of making ransomware payments.
It is now with the State House for consideration
Utah, state FY2023 budget includes $320,000 funding for “cybersecurity ransomware insurance.”
New York Senate is considering a bill that would restrict the use of state funds for making 
ransomware payments and create a new cybersecurity enhancement fund.
Illinois, legislation that would make it a felony to intentionally transmit ransomware was introduced last month.
Florida, a measure that would create ransomware criminal offenses and would restrict 
the ability of local governments to pay ransom to ransomware criminals. 

This will become a complex legal issue by the end of 2022!






https://www.justsecurity.org/78745/congress-debates-cyber-incident-reporting-deadlines-in-the-ndaa/




• Cybersecurity Risk Management 
for Investment Advisers, 
Registered Investment 
Companies, and Business 
Development Companies

• Requires extensive policies and 
procedures

• Requires increased disclosures and 
recordkeeping around 
cybersecurity practices, risks, and 
incidents.

Financial Regulators 

Presenter Notes
Presentation Notes
On Feb. 9, 2022, the SEC released its long-awaited proposed cybersecurity rule
the rule only applies to registered investment advisers (RIAs), registered investment companies (RICs) 
and business development companies (BDCs). 
Takeaways
Ensure someone within the organization has responsibility for cybersecurity compliance. 
train each and every employee to identify common threats, such as phishing and social engineering campaigns.
Prepare an incident response plan
Conduct a tabletop exercise with your exercise leadership team. 
Review vendor contracts for security compliance requirements and, 
Consider whether cyber insurance is appropriate. 
Document your practices and steps so you can show your work if ever requested by the Commission.

The proposed rule addresses four main categories: 
(1) cybersecurity policies and procedures; 
A risk assessment, including assessment of risks associated with certain service providers, 
oversight of such providers, and appropriate written contracts with such providers.
User security and access.
Information protection.
Cybersecurity threat and vulnerability management
Cybersecurity incident response and recovery
(2) cybersecurity disclosures; 
narrative description of the cybersecurity risks advisers face
how they assess, prioritize, and address cybersecurity risks
incidents that had occurred in the past two years
(3) regulatory reporting of cybersecurity incidents; and 
report significant cybersecurity incidents to the Commission within 48 hours
does not apply to every cyber incident
significant cybersecurity incident
significantly disrupts or degrades…the ability to maintain critical operations, 
or leads to the unauthorized access or use of 
examples of such events, including ransomware, significant monetary or intellectual property loss, 
or theft of personally identifiable or proprietary information, 
but only those that “result in substantial harm.
(4) recordkeeping of cybersecurity incidents. 
Keep for five years, records of: 
(1) cybersecurity policies and procedures; 
(2) annual reviews thereof; 
(3) documents related to the annual reviews; 
(4) regulatory filings related to cybersecurity incidents required under the proposed amendments; 
(5) any cybersecurity incident; and 
(6) cybersecurity risk assessments. 

Takeaways
Ensure someone within the organization has responsibility for cybersecurity compliance. 
train each and every employee to identify common threats, such as phishing and social engineering campaigns.
Prepare an incident response plan
Conduct a tabletop exercise with your exercise leadership team. 
Review vendor contracts for security compliance requirements and, 
Consider whether cyber insurance is appropriate. 
Document your practices and steps so you can show your work if ever requested by the Commission.


https://www.natlawreview.com/article/sec-issues-proposed-cyber-rule-including-48-hour-breach-reporting-requirement




 36 hour incident reporting

 Defines cybersecurity incident

 Business impact

 Third-party notification 

 April 1, 2022

Industry Regulators 

Presenter Notes
Presentation Notes
When legislation fails to act existing regulators may act

The Federal Deposit Insurance Corporation 
an independent agency created by Congress 
to maintain stability and public confidence in the nation's financial system. 
FDIC insures deposits; examines and supervises financial institutions

no later than 36 hours after a computer-security incident 
notification to the appropriate FDIC supervisory office
defines computer-security incident as 
harm to the confidentiality, integrity, or availability 
A notification incident is defined as 
a computer-security incident that has materially disrupted or degraded,
or is likely to materially disrupt or degrade, a banking organization’s ability 
to carry out banking operations, activities, or processes
- Bank must notify affected customer banking organization

Critical infrastructure already has similar rules – since colonial pipeline

Likely to see different regulations for 
Finance
Critical Infrastructure
Power
Fuel
Water
Airlines/Transport 

no later than 36 hours after a computer-security incident 
notification to the appropriate FDIC supervisory office
defines computer-security incident as 
harm to the confidentiality, integrity, or availability 
A notification incident is defined as 
a computer-security incident that has materially disrupted or degraded,
or is likely to materially disrupt or degrade, a banking organization’s ability 
to carry out banking operations, activities, or processes
- Bank must notify affected customer banking organization




Whether there is legislation 
or not reporting cyber-

incidents will be required in 
some way

Presenter Notes
Presentation Notes
The executive order
Cybersecurity rules for contractors 
Information sharing and prompt reporting 
Accelerate digital transformation
Multi-Factor-Authentication & encryption
Baseline security requirements and labeling
Cyber incident review board
Standard incident response playbook

The order was already in process
But colonial pipeline made it political
Every country has examples of ransomware incidents such as this.

Go through the slide

What did the colonial pipeline incident cause?

Secure government and infrastructure -  
Does this just move the target to other businesses?

Talk about the issue of infrastructure investment - 50k water companies in the US




Cybersecurity Cyber Resilience
Define procedures or measures to ensure the 
security of an organization

The capacity to recover or to continue to operate 
through an incident

Technologies and processes to protect from 
cybercrime

Technologies and processes designed to allow the 
business to continue to operate

Reduction in the risk of cyberattacks and against 
theft and espionage

Prediction and monitoring of risk and how to 
protect

Work without compromising the operation of 
systems

Culture shift to embed the needed process as 
normal

A plan to recover and resume functionality A plan to operate during, recover and resume 
business operations

The business requirement

Presenter Notes
Presentation Notes
Rogers




Over half (52%) of SMEs say they 
are only slightly or not at all 

confident in their overall cyber 
resilience over next 12 months



Only 33% of SMEs have 
conducted a 

cybersecurity audit the 
last 12 months

Presenter Notes
Presentation Notes
27% have conducted a cybersecurity audit in the last 6 months,  33% in the last 12 months – 18% say this was more than 2 years ago or not at all. Where a cybersecurity audit has been conducted in the last 2 years – 52% used an external IT security company / MSP while 40% conducted the audit themselves and 8% did both








Cyber defenders have a new 
voice



“Give in to the cybercriminal 
and you breed more 

cybercrime.”



Questions? 
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